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e Racunar sa instaliranim Windows operativnim sistemom
e Instalirani programski paket Comodo Personal Firewall

TEORIJSKE OSNOVE
Comodo Personal Firewall

Comodo Internet Security Kombinuje tehnike Antivirusne zastite i naprednih tehnika filtriranja paketa 1
HIP sistem (engl.: Host Intrusion Prevention) kako bi zastitio raCunar od internih i eksternih pretnji.
Comodo u svom paketu sadrzi Antivirusnu proaktivnu zastitu, Mreznu barijeru koja neprekidno pruza
zaStitu filtriranjem paketa, Defence + koji sadrzi napredne tehnike postavljanja pravila baziranim na
IPS-u, (engl.: Intrusion Prevention System), koja pruzaju zastitu sistemskih datoteka od malicioznih
(zlonamernih) procesa i blokira nepoznati malware pre nego Sto dobije priliku da se instalira na sistem.
Sadrzi jo§ dva paketa koji su dostupni u Profesional verzijama, Sto znaci da se ova dva paketa dodatno
naplacuju. To su Live PC Support Sto podrazumeva sve tipove online zastite I Secure Wireless
Internet Conectivity paket koji pruza bezbedno konektovanje na internet preko bilo koje javne bezi¢ne
mreze (lokacije).

Demonstracija na Virtual Box-u Cassatosnin -

Sada éete pokrenuti Comodo ¢ija se startup 7 e . 2. A
ikonica nalazi na Desktopu. Na prvom prozoru : —

imate listu svih deSavanja u saobracaju (Sumary), I
Imate Network Defence i Defence +. Nas ¢e @ e T
danas interesovati samo Network Defence 1 nacin etk Defonos

na koji ¢ete postaviti odredena pravila za
filtriranje paketa, restrikciju pristupa nekim

89 stop All Activities

programima kao i dozvolu pokretanja. i
% The Defense+ has blacked 0 suspicious attempt(s) so far,
o T s
Kliknite na ikonicu Firewall, i otvori¢e vam se e .
. , .. . Switch to Installation Mode olo
podruc¢je Comodo-a gde ¢ete unositi pravila © e o s s 2

filtriranja:
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Common Tasks

I Firewall Tasks @

¥iew Firewall Events

This section allos you to view a record of the
events and alerts triggered by possible attacks an
“waur computer,

Define a New Trusted Application

View Active Connections

View which appications

Traffic level of the connection,

a &

My Port Sets

tions are currently connecting to
the Interriet slong with the 1, Port, Protocol and

A d
Aanee This shortcut represents a converient way to Alows you ta group individual ports into named

create an automatic Allow rule for applications that sets which can be used when managing Network
ou brust Security Policy
Define a New Blocked Application Blp My Network Zones

=
This shortcut represents a nt way to & netwerk can be represented as
create an automatic Deny ruk for applications that an attess can be granted or denisd by specfying it
You do nok krust. infilcering rules.

_4% Stealth Parts Wizard @ My Blocked Netwark Zones

o
‘This wizard alows vou bo create a set of global Allows wou to define which addresses or network.
firewall rules, which will affect your computers zones your computer should not communicate vith,
visbilty Frem cther computers. For exsmpls, spyware sites.
@ [All systems ars active and running. P

Klikom na Define a New Trusted Application otvarate prozor za definisanje polise na odredenu
aplikaciju. Tako u ovom slucaju definisete aplikaciju od poverenja na slede¢i nacin:

@ Define a Mew Truste(l Application

This shartcuk repreleeFine a Mew Trusted P.pplin:atin:unl
create an automatic Allow rule For applications that
wiold brusk,

Otvara se prozor za definisanje aplikacije od poverenja i nju nalazite tako Sto ¢ete klikom na Select 1
Browse naci putanju do aplikacije kojoj Zelite da dozvolite pokretanje, (Za ovaj primer, ja sam uzeo TC
PowerPack):

".y Define a Hew Trusted Application

File Groups 3

Running Processes. ..

JTW

@ What do these settings do? [ Apply ] [ Cancel

Potvrdite izbor aplikacije klikom Apply.

'-M Define a Mew Trusted Application

[ Apply %][ Cancel ]

Sada klikom na Advanced dugme koje se nalazi na levoj strani aplikacije otvarate podrucje za napredno
podesavanje polisa (pravila), zatim klik na Network Security Policy otvarate prozor za editovanje svih
pravil koja su aktivna:

H i Metwork Securifpe Policy
Define and mnﬂglLNetwnrk ER—————— LExperlenced firewall users may use this section to create, or modify
packet Filkering rul 2 Ly o = ¥ ler of the packet filkering engine in the Firewall,

@ What do these settings do?




% Network Security Policy e

Application Rules | Global Rules

Application name Treat as L‘ Add...
jHC:\Program FilesiTC PowerPacki TCPowerPack, exe Custam
L () Allows All Requests %

]

jgc:'l,r—‘rogram Files\CrypTooliCrypTool.exe Cushaom E

L @ Allovs All Requests

= \Program FilestGMUYGNUPGYgpo2. exe Custom

L @ Allovs IP St From IP Any To IP Any wWhere Protocol Is Any

jEC:\Prngram FilesiEMUGRUPGIhim kbuildsycocad exe Custom

L @ Allows IP Qut From IP Any To IP Any where Protocal Is Any
;lOC:\,Program FileshENUGNUPG) bint kleopatra, exe Custam
L () Allow TP Qut From IP Any To IP Any Where Protocol Is Any
=™ CiProgram FlesiGMUGRUPG) bindbus-daemon. exe Custam
L () Allows IP Out From IP Any To IP Ary Where Protocal Is Any
= @ CAProgram Files\Aviral Antivir Desktoplupdate exe Custom
L @ Allovs IP Qut From IP Any To IP Any Where Protocal Is Any LI

@ What do these settings do?

Sada klikom na Edit moZete promeniti pravila po kojima se aplikacijama dozvoljava ili zabranjuje
aktivnost u prozoru Application Network Access Control:

r\w Application Network Access Control

Application Path:

Mebwork Access Rules

(CJUse a Predefined Policy

Copy From=

@ Allows Al Requests

[ Add... ] [ Edit..‘%_] [ Remove ] [Movegp ] [Movegown]
@ What do these settings do?

Klikom na dugme Edit menjate trenutno vazecu polisu za ovu aplikaciju tako da Source Address
postavite na odredenu adresu: 192.168.0.66 a Destination Addresss postavite na 192.168.0.99:

" 'Network Control Rule

General
Ackion: | Allove B [C] Log as a firewal event if this rule is fired
Protocal: | IP B
Direction: | InfCut B

Description: | allaw All Requests

Source Address ‘ Destination Address " 1P Details |

[[] Exclude {j.e. MOT the choice below)

Oany P | 192 . 168 . 0 . 6

L)

@) 5ingle IP
(CJIP Range
(C)IP Mask

(D) Zone

() Host Mame
(CIMAC Address

@ what do these settings do? Apply k




'\v Network Control Rule

Genetal

Ackion: | Allaw B [[] Log as a firewall event if this rule is fired
Protocali | 1P E
Direction: | Infout B

Descripkion: | Allow All Requests

Source Address | Destination Address | [P Details

[[] Exclude {i.e. NOT the chaice below)

O any P | 192,168 . 0 . 9
(@) Single IP
(C)1IP Range
() 1P Mask
() Zone
() Haost Name
(D) MAC Address
@ ‘What do thess settings do?

Sada ¢ete dodati aplikaciju u listu aplikacija kojima ne verujete. Klikom na Define a New Blocked
Application otvarate prozor za definisanje te aplikacije:

‘-@ Define a New Blocked Application

Define a MNew Bluck{ﬁ Application

This shorkcut represerlDeFine a Mew Blocked .ﬁ.pplicatinn|

creake an autamatic Deny rule Far applicakions that
wou do not brost,

Running Processes. .,

@What do these setkings do? [ Aapply ][ Cancel J !

Ja sam za ovaj primer izabrao da zabranim aktivnost Messenger-a:

'-M Define a New Blocked Application

@ What do these settings do? [ Apply [%_] [ Cancel ]

Klikom na Network Security Policy otvarate prozor za izmenu polisi:

Metwork Securi olicy
by

Define and config

Expetienced Firewall users may use this section to create, or modify

packet filkering ruk

[Metwork Security Policy [
F UL L o

t of the packet filkering engine in the Firewall,

U zavisnosti od toga koliko ne verujete datoj aplikaciji, postavic¢ete zabranu u toj tezini. MoZete ostaviti

predefinisanu polisu za zabranu koja ¢e zabraniti pokretanje ove aplikacije sa bilo koje adrese i1 pravice
Log datoteke ua svaki pokusaj pokretanja.

Kako bi se zastitili od napada brutal napada sa mreze koji izazivaju ICMP, TCP, UDP preplavljivanje,
postavicete paranoicna pravila koja kazu da je za sva tri protokola dozvoljen saobracaj sa 10 paketa u
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sekundi u trajanju od 10 sekundi. Vreme za koje ¢e sumnjivi host (racunar) biti blokiran nakon pokusaja
skeniranja portova, postavite na 10 minuta a vreme za koje ¢e Firewall biti u stanju pripravnosti dok je
raCunar zrtva DoS (engl.: Denial of Service) napada, postavite na 5 minuta. Ovo ¢ete uraditi tako Sto Cete
kliknuti na Advanced dugme koje se nalazi na levoj strani aplikacije a zatim na Attack Detection
Settings:

{@ Attack DEt'q‘F_.!:?iu" Settings

This section a'1.l5.ttan:k Detechion Settings llrewalls Denial of Service (Do3) protection sektings,

Zatim podesite parametre zastite od gore navedenih napada sa  [EEEEEEISTEIE ==}
odgovaraju¢im vrednostima: intrusien Detection | Miscelaneous |

Traffic Rate 10| packets | second

Sada ¢ete definisati novu zonu od poverenja i u nju cete
ubaciti IP adresom

Duration 10 | seconds

192.168.0.33 kao host-a koji pripada toj zoni. Kreirate 1 zonu I 167 packte fsscond

kOJ OJ 1’16 VGI'U._] ete Duration 10 seconds

dodeljujuci IP adresu racunara koji pripada toj zoni a koja je

1 92 . 1 68 . 0 . 1 3 . Traffic Rate 10| packets / second

Klikom na My Network Zones otvarate prozor za definisanje purstien 10| secones

mreil’llh Zona How lang should a suspicious host be autornatically n S
. . blacked after it attempts a port scan?

kOj ma VeI'll_] ete: How long should the: firewall skay in emergency mode 300] caconds

while the host is under DOS attack?

[[] Protect the ARP Cache

EI'.; My Hetwuqbzunes
)

@ what do these settings do?

A netword iy Network Zones [l a5 a zone to which

an access can be granted or denied by specifying it
in filkering rules,

Zatim dodajete novu zonu klikom na dugme Add — A New Ntework Zone:

& Mew Mebwork Zone.

Add =

& Mew Address, ..
Edit...

Remove

Il

Sada dajete ime zoni, s obzirom da je to zona od poverenja, dajete joj simboli¢no ime, npr.: Friend:

& Type name of Network Zone

Friend|

@ What do these seftings do? [ apply R‘J [ Cancel ]

Sada dodajete novu IP adresu koja ¢e pripadati ovoj zoni, odnosno IP adresu racunara kome verujete.
Klik na prazno polje za IP adresu ispod imena zone a zatim Add — A New Address:



M My Network Zones

Metwork Zone Add = A Mew Network Zone...
=] Loopback Zane m

L rin[127.0.0.1 {255.0.0.0]

L ({add addresses here)

Prozor popunjavate shodno uslovima zadatka:

T\U Add'a Mew Address

] Exclude (i.e, NOT the selection belaw)

O any

(@) & single TP address 192 . 168 . 0 . 33

() A range of IP addresses

() &n TP address mask !

() & hast name

() & MAC address

@ wehat do these settings do? [ Apply ,}_] [ Cancel ]
o

Potvrdite novonastale promene klikom na Apply a zatim kreirate i zonu kojoj ne verujete tako Sto Cete
kliknuti na My Blocked Network Zones:

My Blocked Metwopk Zones

Allows wou ko define which addresses or network,
zones your computer should nok communicate with,
For example, spyware sites,

Sada dodajete IP adresu kojoj ne verujete:

r@ My Blocked Hetwork Zones

EBlocked Metwork Zone add - Mekwark Zones »

There are no items to show, A Bl ] el

Otvara vam se prozor za unos IP adrese i shodno uslovima

zadatka popunjavate polja ovog prozora:
[[] Exclude {j.e, MOT the selection below)
Klikom na Apply potvrdite sve izmene i sada ste kreirali e
. . N v (@) & single IP sddress 192,168 . 0 . 13
zonu od poverenja I zonu koja sadrzi [P adrese ra¢unara oo theses )
kojima iz nekog razloga ne Zelite da verujete tak oda Ce se Ot abess mask i
shodno polisama Comodo-a primenjivati odredena pravila O host e
c 1 7 1 1 2] address -
na racunare obe zone. Ove polise mozete videti nakon D4 HAC o
klika na @ s g0 e s
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